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l Establish  a Hasty Defense for the Sustaining  Base
information system environment
- Establish  intrusion detection  on Army NIPRNET connections
- Establish  intrusion detection  on limited set of high profile Army

servers
- Establish  a global view of the Army NIPRNET and SIPRNET

connectivity
- Establish  a protected Army Domain  Name Service (DNS) system
- Implement basic configuration management  and control

capabilities

l Prepare plans for a deliberate Defense in Depth starting
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IOC: 30 September
- Centralized Access

Control List Management
of security router

FOC: 27 November
- Router configuration

management
- Configuration control of

IDS engines & DNS
servers

- Configuration control
Golden Master
established

- Configuration control
board staffed with
engineering support
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l Current data visualization techniques are either tabular event
tables or simple graphs depicting topology relationships
between objects
l Some objects are physical devices, others are logical
constructs such as user accounts or databases - relationships
between these objects are not easily discernible with current
display technologies
l NOC Operators are being flooded with hundreds of thousands
of events occurring on thousands of objects
l Current data visualization capabilities will not scale to the
enormous flow of information that needs to be analyzed - More
intuitive data visualization techniques are going to be essential
to communicate true situational awareness and appropriate
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l Current IDS sensor technologies are not capable of operating
effectively at available wire speeds such as ATM or Gigabit
Ethernet
l As backbone network speeds continue to increase to nearly
back-plane speeds the current IDS technologies threaten to
become unacceptable bottle-necks on the information highway
l New technologies for improving security sensing capabilities
have got to be developed
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